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Introduction:

The Virginia Department of Minority Business Enterprise produces a
number of reports in digital form (text and Microsoft Excel) for its constituent
clients. Some of the information in these reports is considered confidential.

When this information is sent by e-mail, the possibility exists for it to
be read by third parties. Therefore, DMBE has implemented a secure means
for distributing these reports, through the use of a secure FTP (file transfer
protocol) server. The instructions in this document explain how to:

(1) install the software, and
(2) how to download the reports to your desktop computer.

Installations
(Step 1)

Click HERE to download FileZilla now!

(Step 2)
You may see this warning. Answer ALLOW if you do:

Security Warning

The document is trying to connect to the site:

! http:/fdw.com.com/redir ?edld =3&site]d =480Id =3000-2160_4-10634936&0nt
d=2160_48lop=link&tag=tdw_ditext&ltype=d|_dinow&pid=10634986&mfgld=5
260540&merId =6 260540 &destUr =http 3634 % 2F 36 2Fwww.download . com % 2F
3001-2160_4-106349586.html

If you trust the site dick "Allow”, otherwise dick "Block™,

[~ Remember my action for the site: dw.com.com: s

[ Bock | alow |

(Step 3)
You may see this warning from Windows:

W e FileZilla - Free Software Downloads and Soft... | | J fa - B v e[

Lﬂ,', To help protect your security, Internet Explorer blocked this site from downloading files to your computer. Click here for options...
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(Step 4) If you see this warning, you will need to click here:

l.il To help protect your security, Internet Eﬂnrer blocked this site from downloading files to you

you will need to click here

(™ DOWNLOAD.com

(Step 5) If you see this warning, you will need to click here:

*ked this site from downloading files t L Click bere for optjons,..

What's the Risk?

yau will need to click here

More information

(Step 6) When you see this warning, you will need to click SAVE:
File Download - Security Warnin: ﬂ

Do you want to run or save this file ?

D Mame: FileZilla_2 2 30a_setup.exe
Type: Application, 3.37MB

From: software-files.download.com

Bun

potentially ham your computer.  you do not trust the source, do not

|ﬁ While files from the Intemet can be useful, this file type can
e run or save this software. What's the risk ?
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(Step 7) Save the FileZilla installer program to your desktop:

Savein: I @ Desktop

=l Q@2 2 Er

2|

My Documenrts

|} My Documents
:ﬂ My Computer
[S3 My Network Places

First, click here...

Then, click here...

My Computer  [E 1k ul=s FiIEEI ;I Save
Save as bype: Iﬂpplica’[iun ;I Cancel
i
(Step 8) Look for this file on your desktop,

double click to start installing FileZilla:

FileZilla_2 2 30a
_Setup.exe

Open File - Security Warning

run this software?

Mame: FileZila_2_2_30a_setup.exe
- Publisher: Unkmnown Publisher

Type: Application
From: C:'\Documents and Settings\bbrodieiDesktop

Click RUN =&~ ||

¥ Mlways ask before opening this file

The publisher could not be verified. Are you sure you want to

@ This file does not have a valid digital signature that verfies its

How can | decide what software to un?

publisher. *ou should onby run software from publishers you trust.
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(Step 9) Click NEXT on each window to continue the installation:

NEE

License Agreement

Please review the license terms before installing FilezZila 2.2.30.

Press Page Down to see the rest of the agreement.

| GNU GEMERAL PUBLIC LICENSE -
Version 2, June 1991

Copyright (C) 1583, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing itis not allowed.
Preamble
The licenses for most software are designed to take away your ;I

FileZila is released under the GMU General Public License {GPL). Please carefully read the

license. Click Next to continue.
&
ﬂ Mext I Cancel

Tullsoft Install System v2, 20

Choose Install Location
Choose the folder in which to install FileZilla 2.2.30.

Setup will install FileZila 2.2.30 in the following folder. To installin a different folder, dick
Browse and select another folder, Click Next to continue,

Destination Folder

Browse...

Space required: 12.5MB
Space available: 35.8GB

Tullsaft Install System w2, 20

&
< Back #Hext > I Cancel

General settings
Configure secure mode and settings storage location

Run FileZila in secure mode?
In secure mode, FieZila does not remember any passwords.
Itiz recommended to use secure mode if several people have access to this PC.

' Do not use secure mode

FileZila can store its settings in two different places: In the registry and in an XML file.

In most cases it is recommended to use the XML,

If you are in a multi-user environment where each user has its own profile, you should use
€ registry as storage location so that each user has its own settings for FileZilla as well,

% Use XML file
" uge registry
I™ | Eorce registry. ever if %ML Fle exists

Mullsaft [nstall System v, 20

< Back Instal Cancel
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Choose Components
Choose which features of FileZilla 2.2.30 you want to install.

NEE]

install. Click Next to continue.

Select the type of install:

Description
Pasition your mause
OvEr a commponent bo
see its description.

Or, select the optional
components you wish to
install:

FileZilla (requir ~
cumentation
English Docum
[[] French Docum
Additional languag
[ source Code
tart Menu Shor

Space reguired: 12.5MB il DESHDD, [con _lLI
4 | »

Tullsaft Install System w2, 20

Check the companents you want to install and uncheck the components you don't want ta

&
< Back #&extw I Cancel

Choose Start Menu Folder
Choose a Start Menu folder for the FileZila 2.2, 30 shortouts,

can also enter a name to create a new folder,

Select the Start Menu folder in which you would like to create the program's shorteuts. You

Accessories

Administrative Tools

Adobe

AirPort

Bonjour

Broadcom

CutePDF

Dell

Dell Accessories

Dell Wireless

Divx

™ Do not create shortcuts

Nullsaft Install System 2,20 & )

||

< Back ; MNext > I Cancel |

Installation Complete
Setup was completed successfully,

Completed

Extract: FzResMor.dll
Extract: FzResPo.dl
Extract: FzResRu.dl
Extract: FzRessk.dll

Create shortcut: C:\Documents and Settings\bbrodie\Desktop\FileZilla.Ink
QOutput folder: Ci\Program Files\FileZilla

xtract: FileZilla. pdb
Completed

i 2 20

Create folder: C:\Documents and Settings\bbrodie\5tart Menu'\Programs\FileZilla
Create shortcut: C:\Documents and Settings\bbrodie\Start Menu'\ProgramsFileZillah, ..
Create shortcut: C:\Documents and Settings\bbrodie\Start Menu'\Programs\FileZilla'F. ..
Create shortcut: C:\Documents and Settings\bbrodie\Start Menu'\Programs\FileZilla'F. ..

Cancel |
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(Step 10) After installation is completed,
check your desktop for this:

FileZilla

(Step 11) If it is there, you can throw this away:

FileZilla_2_2_30a
_setup.exe

Downloading Reports from the
Secure FTP Server:

(Step 1) Double-click this:

FileZilla
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(Step 2)

The program window should open and appear as below:

=]
Eile Edit Transfer Wiew Queue Server Help
J @ ¥ HEE“F ,a| ga. 0 & R | 7 |J Address: || User: Password: Port: I |Ouickgonnect|'|
|
Local Ste: |C Flfmote S'rte:| d
- Local Disk (C:) * | | Ffename Filesizel Filetype | Date |Time | Permiss
- base
) dell J
- Documents and Settings
-IC drivers
-IC found.000
" —
(=
Cibase File Folder 5/5/2007 23:...
Chdell File Folder 6/23/2006 1...
=) Documents and Set... File Folder 7/6/2007 13:...
Chdrivers File Folder 5/24/2006 1...
[ found.000 File Folder 9/21/2006 7:...
[)i386 Eile Folder 8/1/2006 17
(Step 3)
Local Site: |C:™ 11 A
I . [ ]
e Ren DR Click here:L=lis
; )
&3 base
-0 dell |

--ﬁ drivers
B+ found.000
-0 1386

--ﬁ Documents and Settings

(Step 4) Keep clinking until you see DESKTOP, as shown here:

| My Documents
-] % My Computer

=== Local Disk (C:)
I gy

Lucge: CM
= (& Deskiop € Click DESKTOP, one time
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(Step 5)
This tells FileZilla that you want to save the report files you download
to your desktop. This will make then easier to find.

Local Site: |C:"Documents and Settings‘bbrodie*Desktop®. -
= @ -

-} My Documents
=8 j My Computer

=8 “ Local Disk (C:)
' B3 base
! +-2) dell
--ﬁ Documents and Settings ;I
Filename Filesize | Filetype Last Modified
=.-
(Step 6)

If you have a folder for your reports, you can click it twice to tell FileZilla
that you want to save the report files into that folder:

Local Site: (C:\Documents and Settings bbrodie.Desktop™ -
= @ m =
ﬂ My Documents —
= :J My Computer
: EI < Local Disk (C:)
- B base
! +-03) dell
EI--ui'l Documents and Settings ;I
Filename Filesize | Filetype Last Modified
¥ Double Cllck your folder..,
uﬂDMEE Downloaded File Folder 7f17/2007 1...
_JDMBE SFTP File Folder F1772007 9:...
"B Agency Partners.Ink 598 Shortcut 6/6/2007 15:...
FiIEEilla.Ink 2 KB Shortcut 7/16/2007 1...
=

FTP Secure Access Reference Guide for DMBE Constituents Page 7



(Step 7)
The location of the default folder for saving downloaded files is displayed
here:

¥ Default location

|Local Site: |C-\Documents and Settings'bbrodie’Desktop \DMBE Downloaded Reports', + | | Remote Ste:

_J DMBE Downloaded Reports ~ | | Filename

Filesize

) DMBE SFTF
#-5f Favorites

Default location

: |C:\Documents and Settings\bbrodie'\Desktop \DMBE Downloaded Reports,

_J DMBE Downloaded Reports

|Filename

=

(Step 8)
You should have received an email from Virginia.gov something like this
one, but with your user name and password:

From: Billy Arnold

Sent: Monday, July 16, 2007 1:39 PM

To: Agency User

Subject: Your FTPS access to the VI servers

Your FTPS access to the DMBE report files hosted on the VI servers has been

setup. Here’s your access information:

If your FTP client supports Explicit SSL connections:
Hostname: ftps.virginiainteractive.org
Username: dmbe5-555
Password: fwp67890

If your FTP client only supports Implicit SSL (FTP over SSL/TLS)
Hostname: ftps.virginiainteractive.org
Port: 990
Username: dmbe5-555
Password: fwp67890

-billy- warnold@virginiainteractive.org
Security Officer
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(Step 10)

You will enter the server address, user name, password and port as shown
here:

fZ FileZilla version 2.2.30

File Edit Transfer View Queue Server Hel:

J @ - ”EI.E’F |a| 0, & R | 74 JMdress: If‘tps.virginiaintemctiv User: Idl'l'lb85—555 Password: I ------- Port: |350]

The HOSTNAME from the email belongs in the ADDRESS field in Filezilla:

Hoztname: ftps.virginiainteractive.org

J Address: |f‘tps.virginiaintemctiu

Even though the entire text string “ftps.virginiainteractive.org’ will
not entirely appear in the ADDRESS field, it is properly stored there.

The USERNAME from the email belongs in the USER field in Filezilla:

DTzername: dmbheh-555

User: Idml:ue h-h55

The PASSWORD from the email belongs in the PASSWORD
field in Filezilla:

Pazsword: fw_pE'?BEiD

Password: I""'"

The password text string will display as “e e @ @ e” for security

purposes

The PORT should be entered as 990:

Port: |330]
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(Step 11)
When all of the information has been entered, press the ENTER key on your
computer keyboard to start the connection process.

(Step 12)
When connection is successful, you should see the following indications:

fZ FileZilla - | Connected to ftps.virginiainteractive.org

Eile Edit Transfer WView Queue Server Help

== RN TARAIEESE Connected to ftps.virginiainteractive.org

Command:  PASV
Response: 227 Entering Passive Mode (206,113,150,206,117,85) conn ec‘l’ed i'o server
Command: LIST

Response: 150 Data connection accepted from 10.254.1 4:44075; transfer starting.

o el et '

II:;ta{;s; SSLC;n"n;;t;;;;;;“shedI Status: S5L connection estal:nlishedle . .
SECERRS AR THE TS ) F (TR Directory listing successful connection established j

Local Site: |C:Documents and Settings bbrodie\Desktop ownloaded Reports® - me:| j
@ DMEBE Downloaded Reports _ﬂ Filename ] Filesize ] Filetype | Date | Time | Permiss
“-{Ch DMBE SFTP &
[F-5.¢ Favorites (B university_certified_... 30070 Mcrosoft... 07/17(.. 00:07  -rw-r—t
B+ Local Settings & university_expired_... 3278 MJcrosoft ... 07/17/... 00:07  -rw-r-—t
B3 My Documents Euniversity_swam_m... 1818192 Mcrosoft... 07/17(.. 00:06  -rw-r-—
B0 NetHood
#-3) Phone Browser =]
Fil Filesize | Fil Last Modified : : ;
Ev |_Filesize | Fietype ast Modfied_| B university_certified_... 30970
B university_expired_... 3278
B university_swam_m... 1818192
A file listing successful

(Step 13)
To download a file, double click it in the list:

Remote Site: |/
Filename Filesize | Filetype Date Time

double click => university_certified_... 30970 Microsoft... 07/17/... 00:07
= [Fies 3278 Microsoft ... 07/17/... 00:07
B university_swam_m... 1818192 Microsoft... 07/17/... 00:06
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(Step 14)

If the file already exists, you will have a warning. Usually you will choose

OVERWRITE and press OK.

File already exists

Would you like to replace the file

C:\...rsity_certified_swam_manthly,xls 9
= 30970 bytes h
A /172007 13:11P cnooese R
: esUMme
OVERWRITE . ©
with the following file? Rename
{...versity_certified_swam_monthly, xls ™ Skip

@ = 30970 bytes
ul | 7172007 0:07 AM

JE—|
= OK

Always use this
[T action when a file
already exists

press OK

(Step 14)
The file will begin to download . ..

File Edit Transfer WView Queue Server Help

J o~ H_E«; ’_,_| .’_0 =R ‘ ? ‘ Address: I\rlrglnlalrrtemctl\re org User: |dmbe2-029  Password: [sesesse | Poi: [350 Quickgonnect|'l

Command: ~ TYPE| B
Response: 200 Type okay.
(Command PASV
Response: 227 Errlenng Pa sive I"Iude (206,113,150,206,117 54)
d BETE unji
Command: HETH university_certfied_swam_monthhy xds j
Fesponse: [ Data connection an::n::epted fn:nm 10.254.1.4:44085; transfer starting for university_certified_swam_monthhy xds (30970 bytes). =
) DMBE Downloaded Reparts _~1| Filename < | Filesize | Filetype | Date | Time | Permiss
{3 DMBE SFTP ..
¢ Favorites university_certified_... 30970 Microsoft ... 07/17/... 00:07  -rw-r—t
{2 Local Settings B university_expired_... 3278 Microsoft ... 07/17/... 00:07  -rw-r--t
{2 My Documents El]ur1i\rersiT:LS|;'\rarer... 1818192 Microsoft ... 07/17/... 00:06  -rw-r—-t
23 NetHood
i i -3 Phone Browser =
Filename + | Filesizel Filetype |Last Modified |
i
B university_certified_... 0 Microsoft Exc... 7/17/2007 1...
Filename -+ | FiIesize' Filetype | Last Modified
]
E university_certified .. 0 IMicrosoft Exc... 7/17/2007 1...
| |
Selected 1 file with 0 bytes. Selected 1 file with 30970 bytes.
Local Filename | S\zel Direction | Remote Filename | Host | Status
C:\Documents and Settings\bbr... 30970  <<---  juniversity_certified_swam_mo... ftps.virginiaint...
L.00.00 elanced L Qbyies (7 B/c)
Local Filename | Size | Direction | Remote Filename | Host =
C:\Documents and Settings\bbr... 30970 <<---  [university_certified_swam_mao... ftps.virginiaint...
A
0:00:00 elapsed | 0% | 0 bytes (? B/s) —
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(Step 14)

When completed, the downloaded file will appear in your local directory:

fZ FileZilla - Connected to ftps.virginiainteractive.org

File Edit Transfer View Queue Server Help

J.H.ddress: Ivirginiairrtemctive.org User: Idmbe2—|}25 Password: |esessss Port: IE'E'D Quickconnect "I

226 Transter completed.
55L connection established

570 bytes).

=

e o Download successtul j
Response: 350 Will attempt to restart at position 0. i
Local Site: |C:"Documents and Settings*bbrodie*\Desktop DMBE Downloaded Reports' w | | Remate Site: |J-’ j
l‘f) DMEBE Downloaded Reports _*1| Filename ¢ Filesizel Filetype | Date | Time | Permiss
“-{5) DMBE SFTP &
[F-5.¢ Favorites university_certified_... 30970 Microsoft ... 07/17/... 00:07  -rw-r—t
&) Local Settings & university_expired_... 3278 Microsoft ... 07/17/... 00:07  -rw-r--t
B3 My Documents Euniversity_swam_m... 1818192 Microsoft... 07/17(.. 00:06  -rw-r-—
- MetHood
-3 Phone Browser =]
Filename + | Filesizel Filetype |Last Modified |
=y
I@]university_certiﬂed_... 31 KB Microsoft Exc... 7/17/2007 1... I
-
B8] university_certified_... 31 KB | Microsoft Exc... 7/17/2007 1...
(Step 15)
It will also appear on your local hard drive:
& C:\Documents and Settings\bbrodie\Desktop\DMBE D¢ - ||:I|ﬂ
J Eile Edit View Favorites Tools Help 11.’
J \___) Back = \_’J K lﬁ /'__j Search || Folders | v
Jhﬂdress I[fj C:\Documents and Settings\bbrodie'\Desktop\DMBE Downloaded Reports j =1 Go
Fle and Folder Tasks # 2] &
ml |
—J Make a new folder "
. : university_certifie
&/ Share this folder d_swam_monthly
s
Other Places 2 university_certifie
d_swam_monthly
(& Desktop |
) My Documents A5
¥ My Computer
&J My Network Places —
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(Step 16)
You may continue downloading files, until all
your local hard drive.

of them have been saved to

B university_certified_...
B university_expired_...
B university_swam_m...

31 KB Microsoft Exc...
4 KB Microsoft Exc...
0 Microsoft Exc...

7/17/2007 1...
7/17{2007 1...
7/17/2007 1...

J

Local Site: [ Dl:n::uments and SettingsbbrodieDesktop DMBE Downloaded Reports® « | | Remate Site: |/
. 1) DMBE Downloaded Reports || Eilename - e
- r:. DMBE SFTP o..
¢ Favorites 1 | B university_certified_. 30970
-3 Local Settings @Junwermt}r_expwed 3278
&) My Documents I —— 9 university_swam_m... JESEIEIEY]
--ﬂ MNetHood z
-3 Phone Browser j

Filename | Filesizel Filetype | Last Modified |

=..

3 files with 34248 bytes.

Selected 1 file with 1818192 bytes.

& university_certified_...
= university_expired_...
& university_swam_m...

31 KB Microsoft Exc...
4 KB Microsoft Exc...
2 MB Microsoft Exc...

7/17/2007 1...
7/17/2007 1...
7/17/2007 1...

B university_expired_...
university_swam_m...

Local Filename Size | Direction | Remote Filename Host Status
C:\Documents and Settings\bbr... 1818192 <<---  [university_swam_monthly.xls ftps.virginiaint...
0:00:03 elapsed 0:00:00 left 3% | | 1665896 bytes (361.8 KB/s)
Local Site: |C:"-.Documents and Seftings‘bbrodie"Desktop DMBE Dowrloaded Reports®s « | | Remote Site: |,-’ j
f - ) DMBE Downloaded Reports ~|[ Filename - | Filesize| Filetype [ Date | Time | Permiss
...{5) DMBE SFTP =
-50F Favorites ] university_certified_... 30970 Microsoft ... JO7/17/... 00:07  -rw-r—t
-2) Local Settings Nl = university_expired_... 3278 Microsoft ... 6 10:07  -rw-r-=1
-3 My Documents I TE g 1818192 Microsoft ... 10:06  -rw-r—-t
¢ -3 NetHood z
: : @-C3) Phone Browser =
Fil Filesize | Fil Last Modified ; ; ; ;
s | Fiesize [ Fietyoe [ astwodfied | {oslh  njversity_certified_... 30970 Microsoft ...

3278 Microsoft ...

1818192 Microsoft ...

4

B university_certified_...
B university_expired_...
B university_swam_m...

31 KB Microsoft Exc...
4 KB Microsoft Exc...
2 MB Microsoft Exc...

7/17/2007 1...
7/17/2007 1...
7/17/2007 1... |

[SETECEn I e Wi 1516152 oyes.
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Conclusion:

If you have problems connecting, you may need to consult with your
IT support staff to insure that “port 990 is unblocked in your router”. This is a
technical setting that your IT support staff can perform for you.

Also, be certain to enter your password exactly as provided - it is case
sensitive.

We hope you will find this transition to the new system of providing
access to your reporting an easy one, and we thank you for your patience
and understanding.
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